
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                          

 

 

 

C O L C H E S T E R  I N F O R M A T I O N  T E C H N O L O G Y  D E P A R T M E N T  

We recently installed an Epson interactive projector at Porters Point Elementary school.  The 
projector was installed in Natalie LaRose’s 2nd grade classroom. 

The projector is designed to project on most clean flat surfaces.  We setup the projector to 
project directly onto a purple sheet of cloth that was covering a large cork board.  We were 
not sure if this setup would work, but we wanted to try it.  We were extremely happy with the 
outcome!  The image was clear, crisp, and much larger than the original whiteboard.  A quick 
automatic calibration setup the interactive features which work great.  Ms. LaRose and her 
students loved the projector. 

The new projector works with the existing tools used in the classroom. (Easiteach and Active 
Inspire)  However, Ms. LaRose found if she wanted to use the dual pen feature she needed 
to change the way she normally taught with these tools.  This also would change the way the 
students used the tools.  

I was able to observe the students the first time they use the interactive functions and I was 
surprised at how quickly they picked up how to use the new technology.  They were 
awesome! 

 

 

 

 

 

 

 

 

 

 

 

Volume 1, Issue 3 
December 2014 

Interactive Projector 
By Pamela Lowe I N S I D E  T H I S  I S S U E :  

TECHNOLOGY TIDBITS 
 

Survey Winner and Results 
By Pamela Lowe 

 Margaret Hershman an educator at 
Porters Point Elementary school is the 
winner of the Vermont Food Basket.   
 
Margaret’s name was randomly drawn 
from a list of 112 educators who filled 
out the Technology Survey last month.  
The technology survey has provided us 
with some great information and we will 
use this in helping us make some 
technology decisions. We thank 
everyone who completed the survey.   

 
Some educators reported having broken 
equipment in the survey.  Please 
remember if you have broken equipment 
you should submit a Helpdesk ticket. 
 
Over the next few months we will review 
the results of the survey.  We may 
contact you if we need to clarify some of 
the information you provided. 
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We use Twitter, whole class, on the Smart 
Board, every afternoon. The kids come in 
from recess, sit down looking at the Smart 
Board and we have "Twitter time." We 
have a class twitter account, 
@mrskellysclass, and we use it to post 
about what we are learning in first grade.  

We follow other first grade classes in the 
USA and abroad to make connections 
and see what other first graders are 
learning and doing. We have been looking 
at and posting to different hashtags, such 
as #VeteransDay.  We learn how to use 
hashtags to learn about a topic or post to 
a conversation about a topic. We have 
also been commenting directly to other 
classes twitter handles to learn about 
twitter handles and having conversations 
online. We have also been looking at 

Let’s Tweet! 
By Heidi Kelly 

 

Rule #1: Virus, Malware and Spam 
creators, known as “spammers”, have a 
very lucrative and busy career “phishing” 
all year! 

Rule #2: Pay attention and be suspicious! 

 Emails that claim to be a Xerox 
copier delivering an image 

 UPS or FedEx offering tracking 
information 

 A bank letter confirming a wire or 
money transfer 

 Emails of sensation videos such 
as “Breaking News: Flight MH370 
Footage”  

 Programs that pretend to be flash 
updates or video players required 
to view an online video 

 Email attachments from unknown 
senders for unknown reasons 

 Clicking on links to unknown 
websites 

Virus, Malware and Spam Awareness 
By Kathy Couillard 

 
 

Rule #3: Anti-Virus software is not foolproof! 

 We, the computer users, pay software 
companies to protect us by keeping up 
with the latest and greatest definitions. 

 They, the spammers, make money 
staying one step ahead possibly at any 
moment in time. 

 For example: Last week our csdshared 
drive was infected by a malware called 
“cryptolocker”.  Yes it has been around 
awhile, but they continually vary it to 
fool our software and us!  In short, it 
gets delivered via email attachment, 
infects then uninstalls itself.  The 
payload is it locks files and then 
demands a ransom!  

Rule #4: read Rule #2 again! 

Thank you for reading this and being aware!  
Please contact IT if you get a popup saying your 
computer has been infected with a virus. 

 

The student above is 
posting his tweet via the 

Smart Board. 

 

different twitter handles and their 
profiles to have discussions about 
who we would want to follow or not 
follow on twitter and why/why not.  

We take about 10 minutes every 
afternoon to have "Twitter time," 
reading tweets and responding or 
posting new tweets, or exploring 
hashtags and twitter handles and the 
class loves it. We are really learning 
about people in other places, making 
connections, learning about safe and 
positive digital citizenship, and getting 
to have conversations with other first 
grade classes. This is really fun, was 
easy to add into our daily schedule, 
and is a fantastic learning opportunity 
that can fit into just 10 minutes a day 
as we settle in after recess!   
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The proliferation of computer systems with differing password requirements often results in selection of 
passwords which can be easily compromised. Active efforts to obtain user credentials are also widespread 
and pose a variety of threats.  By following methodologies created with the intent of helping users select 
and use passwords which are both strong and relatively easy-to-remember these concerns can be largely 
mitigated. The National Institute of Standards and Technology publishes recommendations for password 
management and computer account protection which are presented here. Please take a few minutes to 
read these and put the recommendations into practice. 
 
Protecting Passwords:  Passwords may be captured by taking advantage of user knowledge and 
behavior. When users enter passwords into a computer, the passwords can be captured through non-
technical means such as shoulder surfing—simply watching a user type a password. Users should be 
aware of shoulder surfing threats and be aware of their surroundings before and during password entry. 
Storing passwords in written form is also inherently insecure; particular in proximity to the computer system 
which uses the passwords. Selecting adequately complex passwords is also a requirement as even 
moderately complex passwords are very susceptible to attack with modern methods. 
      
Users may unintentionally reveal their passwords to attackers because of social engineering. For example, 
an attacker pretending to be a help desk agent calls a user, asking the user to provide a password to assist 
the agent in troubleshooting a problem. Social engineering can take many forms, some of which involve 
technical methods, such as phishing emails that direct users to a malicious web site that mimics a legitimate 
site. The goal behind many phishing attacks is to collect usernames, passwords, and other sensitive 
information from users. Mitigation of social engineering threats primarily involves user awareness of such 
threats.  
 
Another problem with users revealing passwords is the malicious insider, such as a disgruntled current or 
former employee, may know valid passwords and share them with other parties. A malicious insider may 
also be intimately familiar with authentication processes and protections, particularly their weaknesses. A 
user might also benignly share passwords with other users, such as to grant a colleague access to a 
system for which the colleague has not been specifically authorized.  Very few circumstances ever 
require a user to reveal any password and request to do so should be denied and reported. 
 
Creating secure passwords: There are two ways to generate passwords: automatic random generation 
and user selection. Automatically generated random passwords provide greater security than user selected 
passwords but they can be hard for users to remember. The methods described below offer a practical 
approach for creating complex user generated passwords which are easier to for users to remember but 
hard to guess. 

Mnemonic Method - A user selects a phrase and extracts a letter of each word in the phrase (e.g., the first 
letter or second letter of each word), adding numbers or special characters or both to create a complex but 
easy to remember password. (Example: Phrase – Please be my valentine   Password: Pbmbval! 
 
Altered Passphrases - A user selects a phrase and alters it to form a derivation of that phrase. This 
method supports the creation of long, complex passwords. Passphrases can be easy to remember due to 
the structure of the password: it is usually easier for the human mind to comprehend and remember 
phrases with a coherent vocabulary than a string of random letters, numbers, and special characters.  
(Example: Phrase – Dressed to the nines   Password: Dressed*2*the9z 
 
Combining and Altering Words - A user can combine two or three unrelated words and change some of 
the letters to numbers or special characters. (Example: Phase – bank and camera  Password: 
B@nkC@mera 
 
Multiple password Strategy - Select a single memorable base password and alter it to form derivations, 
such as inserting additional letters, numbers, and symbols into the base password. Then each derivation 
can be used as a password for a different system or application. For any method selected users passwords 
should either avoid using common phrases, making up their own phrases instead, or should make 
significant unexpected changes to the passwords, such as changing capitalization and punctuation and 
spelling out one or more of the words. 

 

Password Security 
By Peter Keenan 
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Windows 7 has a feature called “Fast User 
Switching”.  Fast user switching allows you to 
switch to another user account on the same 
computer without logging off. This allows 
multiple users to use the same computer 
while keeping each account's programs and 
files open and running in the background.  

As you can imagine, this can be quite useful 
when someone wants to use a computer but 
another account is logged in with open files 
and programs. Instead of taking the risk of 
closing the user's programs and possibly 
losing data, a user can switch to their account 
without affecting the other logged in user. 

Though there are some useful features of 
Fast User Switching, there are also some 
draw backs with it. When users don’t log off or 
choose to switch between different user 
accounts, all of the programs and data for 
these accounts remain open and continue to 
use the resources of the computer. With that 
said, if you have too many accounts logged in 
at the same time and they are all are using 
various programs, then you may run into 
issues where you run out of memory and the 
computer starts to become slower or worse 

Should you stay logged in or log out? 
By Tammi Tandy 

 yet, the system will no longer let any more 
users log in.   

Therefore it is always advised that you only 
use Fast User Switching if it’s absolutely 
necessary. By having users log off 
computers every time you will gain better 
performance on the computer.  

A quick trick to help you should you get the 
dreaded message… 

"Your system is running low on resources. You 
cannot log on as a new user. Please use an account 
that has already logged on.”  

You could try to find the users and have 
them log off, but this may be time 
consuming.  Simply shut down the computer 
completely by holding in the power button.  
You may get a message that other users are 
logged into the computer and that they may 
lose data but please continue to shut down 
as this is the only way you will be able to log 
in. 

So to answer the question… stay logged in 
or log off?  Always log off.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

We want to wish all the staff of the Colchester School District Happy Holidays. 
 

 

From the Information Technology Department 

 

 

 

Happy Holidays! 
 

Do you see this message? 

“Your system is running low 
on resources. You cannot log 
on as a new user. Please use 
an account that has already 
logged on.”  
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